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Appendix F. Example Checklist for Identification and
Mitigation or Elimination of Information Technology
Security Risks Associated With the Release of Software

F.1 IT Security Questions

a. Does your Software perform parallel processing through NASA firewalls, which might
contain embedded firewall information? If yes, explain.

b. Does your Software analyze network traffic? If yes, explain.
c. Does your Software have encryption? If yes, explain.

d. Is the Software applicable to NIST Special Publication 500-223 Computer Systems
Technology and NIST Special Publication 500-2347 If yes, explain.

e. Does the software contain sensitive information related to NASA Computer Systems
or Networks (such as embedded account information, IP addresses, computer host
names, or similar sensitive information)? If yes, explain.

f. Does the software contain embedded Personally Identifiable Information (PIl) about
NASA employees? If yes, explain.
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